2018-05-08
Digitala valutor, forensik och teknik

SECTRA

T:n..ultd\ﬂa. A prasion



Jonathan Jogenfors

= Forskningschef, Sectra
Communications AB

= Teknologie Doktor, LiU 2017

= Postdoktortjanst vid LiU, forskar pa
informationssakerhet och
blockkedje-teknik samt undervisar i
dessa amnen

= Hariflera ar assisterat Polisen,
Tullen, EBM m.fl. med fragor om
digitala valutor
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Sectra Communications

Kryptografi och sakerhet

= Sakra mobiltelefoner upp
till SECRET-nivan

= Krypto upp till TOP
SECRET

= Qvervakning av kritisk
infrastruktur




Agenda

= Allmant om Bitcoin och blockkedjan

= Metoder for att spara transaktioner

= Ransomware

= Aktuella fall

= Nya kryptovalutor som forhindrar sparning
= Utblick

Frowded i ek fslon



Hur fungerar Bitcoin?

= Transaktioner sparas i
en lista

= Saldot bestams av
summan av
transaktioner

= Nya transaktioner laggs
till pa slutet

= Listan vaxer hela tiden,
ingenting tas bort
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Hashfunktioner: Sma andringar syns fort
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Bitcoin anvander kryptografi
L

C4bbcb 1fbec99d65bf59d85c8cb62ee2db963f0fe106f483d9afa73bd4e39a8a

| Privkey (send money
Key conversion with this)

(one-way)

0478d430274f8c5ec1321338151e9f27f4c676a008bdf8638d07c0bbbeSab3s-~ e\\e(
151806324 3acd4dfe96b66e3f2ec8013c8e072cd09b3834a19f81f6F" \

ol

(o)
'(‘)(\3‘ 0 L o sHazse 20— ‘
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(656 Base 58
N¢ !

1JwSSubhmg6iPtRjtyghUYYH7bZg3Lfy1T
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Kontot skots av ett planboksprogram
L

" ™
@ Bitcoin EENEE
File 5ettings Help

@ Send Coins Address Book

Your Bitcoin Address:  1AQi7TBLICHNK7YKEpVPWEKFFvKhCUF Sty | Mew... || Copy toClpboard |

Balance: 55.00

All Transactions | Sent/Received I Sent I Received

Status Date Description Dehit Credit
7 confirmations 19.58.2010 12:03 To: Alice 1290t3TMyQvmnoygnzCAtFagudk 2 AxFcs -48,00
7 confirmations 19.58,2010 12:08 Received with: 1559gMwCwITZ. .. (Your Address) +100,00

13 connections 75108 blocks 2 transactions

SECTRA
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2013: Bitcoin-skylt syntes pa ESPN

Denna skylt gav 24000 USD
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Mer om adresser

= Det finns 2% majliga
adresser, det (minst
sagt) racker och blir over

= Nya adresser genereras
lokalt i planboken

= En planbok har alltsa '\(

manga mottagar-
adresser!

SEI':'I'IIII
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Privata nyckeln styr allt

= Transaktioner initieras
nar planboken signerar
en transaktion med den
privata nyckeln.

= Om nyckeln lacker blir
man av med pengar

= Darfor vanligt att nyckeln
lagras offline, pa papper
eller i en betrodd
hardvaru-planbok

SECTRA
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Planboksfilen ar #1 vid tillslag
e

Ko \wss| | > Computer b LocalDisk (C:) » Users » Dickie » AppData b Roaming b Bitcoin » | 43 [l search Bizca.. P
Organize = Includein library = Share with = Burn MNew folder #= = [ @
0 Locallow * | Name Date modified Type Size
. Roaming ¢ .

? i blocks 04/02/2014 07:59 File folder

1. Adcbe . ’
MU chainstate 05/02/2014 15:46 File folder

1. Apple Computer % : }
| | lock 27/01/2014 1417 LOCK File 0KB

| ASCOMP Software 1=
= db.log 27/01/2014 1417 Text Document 0KB

| AWAST Software
| debug.log 05/02/2014 15:46 Text Document 3,834 KB

L Avery T :

| Bitcoin o = ' ,
7] wallet.dat 05/02/2014 15:46 DAT File 64 KB

1 blocks
o index
1. chainstate
L click through wpf -
l 7 items

SECTRA
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Vaxelkursen ar mycket volatil
e

Vaxelkursen idag: ca 9300 USD

&0ea

[ Al

SECTRA
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Bitcoin-forensik

= Spara och identifiera personer och organisationer fran
blockkedjan

= Spara illegal handel till och fran markadsplatser och
verkliga personer

= Assistera och samla bevis for tillslag och forverkan

= Samla bevis for rattegangar

SECTRA



Hur sparas Bitcoin?

Metoder

— Gruppning/taggning/klustring
— Vaxeladresser

— Beteendemonster

— Enter/Exit-punkter

— Korrelering mot publik info

= Verktyg

16

— blockchain.info

— Wallet Explorer

— Chainalysis

— Excel, egna verktyg

SECTRA



blockchain.info

Se transaktioner, nastan i raformat

Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

: Tramsactions

Address P LTI e e S PHT AP T T W cocx e Tranmactions = L

Haok 100 45185cbintattd 1o THOlxababe St W03 Totw Fhacared QL ISIBOME BTC an
Fisai Balancs DETC o

Anguest Paymernd Coraton Buion

Transactions

J0VB-0-18 11:46:02

rfirrradions DDED5AETT BT

SECTRA
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Wallet Explorer
Klustring av planbocker

18

WalletExplorer.com: smart Bitcoin block explorer

Wallet J} SatoshiDice.com

ST Wisile CLfTEnt

arigimal

{link to gervice. show wallet sddresses)

Page 1 / 1038 Mext. Last (total tramactions! 100 791}
received/sent

date

1]

[E000002e 18]
[E00000310)
[14sb900T0a)
[113¢ 4400 T]
[C00a2c43%h)
[e1De?londb]
[enaddecai¥]
(12d2k31316]
TeS4dTI813)
[e002e455a]
[COXHGdnak)

[afla1138ad]

(w1350 b02)

W, aray
Wiiad 7

L

LHE00 I Dad]
W [dasaznfosz)
few

W [cBBcalTREZ)]
[083611560a4]

fes

I (00052 2ed!

balance

,ieasdbia

s SEGAARHA
HA4rHA
I BAAEI
RN

CALAZORMA

+AFEFSEAG
« B0

LRI

LATHEGATH

+ SIAGEERT

Dowmload &g C4Y

transaction

wla 1
anialan
LETERTT. !
i
BALLr !

i i
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Chainalysis

Kommersiellt program for forensik

SECTRA
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Klustring

Ett satt att gruppera transaktioner

20

Input-klustring
Vaxel-klustring
Datainsamling
Aktiv sparning

Exit-noder
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Input- och outputadresser
e

50 BTC—-)[ In ] Out » 0.5BTC 0.5BTC=—> In [Out]——iU.B BTC

Transaction Transaction

S SR
Out » 49.5BTC 0.1BTC=—> In
N_Jj ) S
S
0.2BTC=—=t> In
N /

Alla inputs maste forbrukas!

SECTRA
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Input-klustring

BbE00Bb2a362488c5 051 058I5I0BaE4 801 B0aB4682000chE Tota2 4 B8 1 a8 o7

142Z TVauMVdSVSDADDE2Ds JTwyWSceq 181 (30.28851 BTC - Output]
16H2oN1JFXSHEV16XBPLaSTTMMFIEKEH (30.28851 BTC - Output)
17RHWSaNSKy BgGwTHCHE4mZ H3sqONbray (30.58936 BTC - Outpuf)
1307 BoldoCidagQwiTbvUMUZ T XpnZawiNQ1 (12.8148 BTC - Dutput)
168AEpwFIRrELLMmMMebdag3m2ZaETGaw YN (28.55 BTC - Cutput)
1CusinkMyWESWiupuspCMDyiBgZ 2sb 132y (30.28851 BTC - Output)
1PHASYNC2MW Y tssfs BTEPMWXWECDRPUMTE (30.28851 BTG - Output)
1Gg2033y SPndnSELBnmze10smycSdeGVi (3028851 BTC - Output)
1FdPwig7XJfrEqdOnduusg2K51UuJDACCH (30.28851 BTC - Outpul)
17BAKoUB0ZT41 uPQISFCHRZEZ UK 1613y Dt (28.36578 BTC - Output)
1LZe2eSEKrBikEaBRAYNSh1amM2czmwwe (30 BTC - Output)
18ahBvzFqtny CPip5TYS5bkXwSol 7Bd3ic (20.84 BTG - Outpud)

1 DnB2DXHPNVHTEMrDEcawDedWdk43J[kk {29.83051 BTC - Output)
1MV CAvQVbwJUXWHBHKIGKAMKRMKRKeTgv (30.13 BTC - Outpuf)
14k SwoXZcPkwRtKWEK TwBEGraYpXrYekW (88,45 BTC - Outpud)
1AM TEILXUa2f9SNjLZovLix Y54wyCan (141.8985 BTC - Qutpuf)
1KRMIP4uLyy2hmBEMRRCvAghkthVKEBHE (29.6 BTC - Output)

‘ 1ZBADFWVMZ gl NHoNIS1 XoT2Lpth559F - [Spent) 0.01001 BTC
17iCax5wE5KcNd CRRpSxXFDaMUTbtNhgpm - (Unspent) E75 BTC

o
g

rrnations 675.01001 BTC

En anvandare styr dessa addresser!

SECTRA
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Input-klustring: Tillrackligt?

= Detta fungerar eftersom avsandaren maste
kontrollera den privata nyckeln

= En etablerad metod som aven bekraftats av Bitcoin-
skaparen sjalv.

= |nga false positives!

= Men fangar inte allt

SECTRA



Vaxel maste hanteras

Bob Bob Alice Alice |
receives spends receives spends |
XA TXB

( Transaction d Transaction R
i ) : : 3 ;
50 BTC= b[ In ] Out === 0.5BTC : | 0.5 BTC == In [Out]-——-}O.B BTC/|
from an \ J | toAlice | | from Bob g toher i
investment —_— employee i
Out » 49.5BTC; | 0.1 BTC ® In
: ) i tohis | from a
\ "/ | change | | stranger
| address |
' i 1 0.2 BTC mpem bl In
from her
sister \_ /

SECTRA
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Vaxel-klustring

BbE00BDZa368489c5051 0581510854801 B0al4692000cos T dia2 i BH 1 aB o2 7

142ZTVauVdSVEDADEE2Ds JTwyWBccq 18t (30.28851 BTC - Output)
16HoN1JFXSHEY 1BXBPLaSTTMMFIEKgEIH (30.28851 BTC - Output)
17TRHwSeNSKy BgGw THCHE[4mZ Haeq ONbray (305859368 BTC - Output)
1367BoldoCiddgQwaTbvUMUZ T XpnZgwNQ1 (12.8148 BTC - Output)
168ziEpwFaPELULMmMMcbdag3m2ZaETGagw YN (28.55 BTC - Cutput)
1CusinkMvW53WtupuspCMDyiBaZ2ab13zv (30.28851 BTC - Output)
1PXASYNC2MWY tssfs BTBPMWXWScDkPuMTE (30.28851 BTC - Output)
1Gg2033y SPndnSELBnmae1OsmycSdeGVio! (30.28851 BTC - Output)
1FdPwigTXJfrEqd Onduusg2K a1 L DACSH (30.28851 BTC - Qutput)
178AKoUB0ET41uPqSFOfB2EZ UK 16§13y Dt (28 36678 BTC - Outpu)
1LZe2eSEK rBikGiaBikBYNSh1amA2czmwwe (30 BTC - Output)
16ahBvzFatny CPI5TYSEbKNWSol7Bd3ic (20,84 BTG - Output)
1DnB20XHPNVHIEMrDEoawDed Wdk43jkk {28.83851 BTC - Output)
1NV CAvOVbwJ U XWHBHKIG KAmKRMERKe7gv (30.13 BTC - Outpuf)
14k SwoX2e PkwRtKWSKTwBFGiraYpXrYek\W (29.45 BTC - Output)
1AkMo| TEILXUa3fasShjLZovLbx 54wy CBn (141.9985 BTC - Output)
1KAMIP4uLyy ZhmBEMARvAghkthVKBBHE (29.6 BTC - Output)

|1zoADFwvMZvaiNaHONII1 XaT2LpthES0F - iSpent)] 0.01001 BTC
1ﬁm:5w55$NdCﬂHp9xKFDGMUTnmpm - [Unspent) 675 BTC

o

Confirmations 675.1001 BTC

|

Samma anvandare styr dessa adresser

25
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Det gar att folja vaxelpengar

{Fifasdtal e 1 lsdaceldd Pd sadd et ale 12 Ta 1404 Y8 S he bata AINA RIS

TFHMERWLR TefyEqT e 24 TG Tav gl (0. 13612706 BT - Ourlpnat)
10xanCEMNWAY Sl RRe Dpru b0 e CCEWHE (1 283 BTC - Output}

1sad7 SAndM cieibbe 3B odbdoin I 1441802508 e pbafd 3 an 30 T8 0 aLad

gD o d 2n (1 11473013 BTC - Oxnpent)
0 01007336 BT - Dutput)
1B e CUK G Ko pROr 2 hPF Raa 3L s (0 £ 1829 BTC - Chlput)
1HEaF tRpHLEPTMADAWR O TarPmNFES (0 5275714 BTT - Outpt |
1P ORI IMASGERTF sHhrBTvgqraGh (0 41188342 BTG - Cnput)

A0TIRakioie Je TSE44 0 cd a0 deaTE e i Bl nada Y eca Gl S TT 4 TEotle

TEUmiY LU ZIPAgh DS IEAMinavE |0 DIREETD BT - Output)
THAEWTUSEAA S p BT uudead g Gicyhia T (0 11001353 BYC - Owtpat)
155 Rk IpHgamL ey ad FCARBFPCARa a0 (0 012 4 B1C - Output)

A0BE A ANME S T A MEHTLY B8 ekt ke (0 0100123 HTC - Ot
ANIhTXEHEE S Sg i DRCpEMP PR ErS RV 0 01000034 BT - Oulgput]
VAE hTHZH? Heuriln ¥ Torwtn T Pl THIRALZ {0108 BTC - Outpi)

47 T et ATiehbec doicfafed ot 00and M anct T a TS0 FIGOEESL sdacidt

WTCHREF LAk
REEwsBC LU0 A YATIFTDABF IRLIEN YK {0 14 BTC - Dutput)

g {0001 T45 BIC - Oolput)

26

(Fea 0.00008 BIC

* | Enfalymboud d B G aa s e Dil s i DY (Spend )
1SR aELFTIEI Wb’ RLLTwabpRy 38 - [Spant

[Foe: 000005 BTC

L iSpant]
* M TELHSE s Sghihu IRC piNFoPMErh PRy | MSpant

{Fen: 8.00005 BTC

: ' il odBmpoodi ¥ gW T GIRAF KeXd dwdid §iSpent)
1S BELF TIEDW WY kLU TwgbpRy 584 - [Spent)

[Faa: 0,000 BTC

* HRMDCHe S Quit BYW 1851 oV CvapAnk - (Spant|
I-'_I.:--'ﬂl.l'-nd"lEg'l‘lle-hu'.-flEEu 50 Srutgly® - (Spenl)

- Bl 37 lyptes) 20149912 074655

(LCAHITIEE BTC
0.803.87TC

- Slzm: 81 bytes) 2004-1-17 002655

1555 BTE

0 G000 BT

- Skro: 363 bytes] 20949917 D8:4E:55

0o Tas &TC
b5 BETe

- Size: 311 byoes) 20M4-11.12 11:06:58

0.0100743 BT
L Er

Covmro |
SECTRA
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Avancerad vaxel-klustring

620b7b461fa042c5bc2ebocB0e435dcb2f5b2eb84661322ab0602ba5530dead

13xytug16pRW2HzQqHAKAFMWIE3WuaNAa (0.01015704 BTC - Output)
1LPzbMPKTRNTMY citbTgMJAE3DWNgPDFWd (0.44729055 BTC - Output)
1P1yyVDFfs124GAqiBmKBcELogPEARWawL (0.05268594 BTC - Output)

298780e7ed8848025430d0a8d3al3eclebb68b3049e6cc23d450281738aa523a

1FcwT7EKStPaiedTU2CQAGIu7FIhjMnsrd (0.01000019 BTC - Output)
17cAqKyhztDtaLARR3RzjNYSDEXPB7Cpdg (0.22319875 BTC - Output)

ecl10ed7a54550e2233edda22ef5d5ef1118887 3575011 6adcd3cale5cifb9d32

1clUB2uiCoEFMANVNMFIhTgK 725 scexprrf (0.01001968 BTC - Output)
12C2qQEDSHKJENSUPEnLBTRjJ4JQGGYQ2 (0.0100008 BTC - Output)
1Mwzzg5NACPaABuwSvhHTIVKpgwyg8vs2Z (0.01073976 BTC - Qutput)
1HBpt2gxrDaGuCnX4pNtFEaP8HDZICBUNK (0.53030206 BTC - Output)

BOTRRal e 2e T 554402 00000 0o HTE C M BE S0 Dot T aCaBolE T Ad TEofas

A [0 0 KENSTE BTE - Outpul)
10039355 BYC - Oenpen)

0003 BT - Ouilput]
VAEhTHEzH:? Bewriln VO Towtn T PokfTHIFALR {0708 BTC - O]

27

L eutfiempryodh s T g T CRGF KX chadind - {Sipemt) 0 10174 BT
Ik BEFTE TV b kLT bpRy 58 - [Spent 0.re BIC

§ B1C - Output
TC - Chafpust *

(Fee: 0.0001 BTC - Size: 521 bytes) 2014-11-11 14:49:48
19bnzgB3zjNAZzCITx38mBGE2wAM4QXYpR - (Spent) 0.5 BTC
I 1HAEVﬂJSGAVASpthEITuuuQequGkYNzi’mI (Spent) 0.01003353 BTC

(Fee: 0.00005 BTC - Size: 374 bytes) 2014-11-12 07:46:54

1JDTry8hUSUMTne2CYPjn3HJds9DhaMcTs - (Spent) 0.221 BTC
[F5d5rkUoHqImlzxyqd7CARBPCA4Rsa0ni ] (Spent) 001214894 BTC

0.01214894 BTC

(Fee: 0.00005 BTC - Size: 669 bytes) 2014-11-12 08:38:43

# TDBEVIdNXF 9XqT 2J4EHTLY 55 10HNKhGdp | (Spent)  0.0100123 BTC
TP 0eP5NAZmZnBUnHPDJRIrCE T 1Q7qbiSg - (Spent) 0.551 BTC

0.0100123 BTC

{Fon: .00005 BTC . Skro: 362 bytes) 2014-11-12 08:46:55

SECTRA
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Klustring grupperar adresser

Transact

us@.
“@them

Cluster

Bootstrap

&

\ ___\:,}O
Qo—9%0:

Meikelejohn et al. (2013) sparade 1.3M publika nycklar

28
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Kluster ska sedan namnges

| nasta steg identifierar vi vem som ager kluster

En |0s trad later oss nysta upp hela garnet

Adresser i forum-signaturer

Donations-adresser m.m.

Exit-noder

SECTRA



Aktiv sparning

K.nown
Silk Road
| address
Known
Silk Road v /4
address '\‘ 4 Y
T . Silk Rioad
- withdrawals,
Forbes Suspected mixing and
Coinbase — Silk Road | ——» pa}rmgnts
address address * o sellers
.r":" -\-‘H‘
o«
Tk
| 1
| Known
| Silk Road
_ address

|ldé: Satta in pengar pa nagons konto och se om de
flyttas vidare

SECTRA
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|dentifierade kluster

SECTRA
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|P-adresser?

= Det hade varit bekvamt att ha IP-adresser fran
transaktionerna

= Detta sparas dock inte i blockkedjan

= Passiv analys kan darfor inte se IP-nummer

= Om man daremot aktivt avlyssnar natverket live ar det
mojligt

= Detta kraver dock stor arbetsinsats och gar inte i
efterhand

SECTRA



Enter/Exit-punkter

= En viktig attackpunkt ar vaxlingen till/fran fiat-valuta
= |dag ar BTC inte anvandbart utanfor Internet

= De flesta vaxlingskontor kraver att man identifierar sig
for att kunna vaxla

= Nar ett vaxlingskontor identifierats i blockkedjan ar det
darfor viktigt att efterfraga denna information

= Tyvarr befinner sig manga vaxlare i svara lander

SECTRA



Fallstudie fran finska tullen

Grouping &
Inquiries

Change-adr, an.
Data-analyysi

Network Intel
(forums ete.)

1 |
Inquiries

|
Kraken Ltd (US) 7,5 BTC ‘
[ |
i |
Inguiries
Bitpay
E-mail 7,5 BTC
- Delivery address FI
625 € 1875 €
IBAN FI10 1010 1010 1010 10 Merchant&product-info

SECTRA
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“Mining”: grava pengar med datorkraft

35
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Hashfunktioner: Sma andringar syns fort

36

Flygande
backasiner
soka hwila pa
mjuka tuvor

Flygande
beckasiner
soka hwila pa
mjuka tuvor

Y

Y

@—» 20da b31c

" 6066 545d |
02e0 48ac

d6f6 48c2
_ a8b9 c78f |

(3019 381c |
7f6b c2ab
3fbd €990
8312 9ebb

| 87e3 d7ff |

SECTRA
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Proof of Work

Meddelande + siffra

Skicka 100 BTC till BobO 802dbe2e69...
Skicka 100 BTC till Bob1 Bbfce0d522...
Skicka 100 BTC till Bob2 /bb4db476f...
Skicka 100 BTC till Bob770239 00000921ac...

SECTRA

Froeledoe and pasion
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ASIC-gravare

SECTRA
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Grava Bitcoin ar idag extremt svart
e

10,000,000
1,000,000
100,000
10,000
1,000

100

10

Hash Rate TH/s

0.1000

0.0100

0.0010

0.0001

SECTRA
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Inte direkt grona pengar

Samma stromforbrukning som Schweiz!

B

TWh per Year
s

Energy Consumption by Country Chart

41. Crech Repubi

46, Algeria 45, Kuwail 44, Colombia

SECTRA

40 Foromlede and prssion




Uppgifter

1. Vilka 40 addresser ar garanterat relaterade till
1JFaPoWMXz1mV535kEeiPRcdV4m7ValLSeG?

2. Hur manga BTC har "Hi Mom Send Bitcoin” idag?
Ungefar hur manga SEK ar detta?

3. Hur manga BTC omsattes i block 1245307

4. Berakna vantevardet pa energiatgangen for att grava
ett Bitcoin-block idag, givet ett stort antal Antminer

S9.

SECTRA



Konflikter inom Bitcoin-communityn

Blockkedjan kan och har delats

42




Nya kryptovalutor med ny funktionalitet

ethereum




Forensik | alternativa kryptovalutor

Alternativa valutor bor | egna blockkedjor

= Forensik-verktyg ar dverlag fokuserade pa Bitcoin

De alternativa valutorna kraver alltsa egna system

= Kan ocksa ha
— Eget format pa adresser
— Annan funktionalitet (t.ex. smarta kontrakt)
— Skydd mot sparning (mer om detta senare)

SECTRA



Initial Coin Offering (ICO)

= Blev valdigt populart under 2017

= En form av crowdfunding dar man koper in sig tidigt i
en ny Kryptovaluta

= De flesta ICO:er ar rena pyramidspel utan egentligt
varde

= Enligt Cointelegraph drog ICO:er in 6 miljarder USD
under 2017

SECTRA



Exit Scams

mlljoner USD
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Svart att vardera sma valutor
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Svensk 17-aring stal
“Leocoin” mha datorvirus

Domdes i februari for
bedrageri av
normalgraden

Villkorlig dom

Komplikation: Svart att
bestamma vardet av
L eocoin

Sundsvall TR B386-16

17-aring stal kryptovaluta -

doms for bedrageri

Ett mal gallande stéld av en sa kallad kryptovaluta har nu avgjorts i

Sundsvalls tingsritt

Frowdedae and it sion



Bitcoin dominerar, men hur lange till?
e
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Bitcoin-tumbler: Sopar igen sparen
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1 BTC

1 BTC
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Tor: anonym routing

Entry guard

== Encrypted by Tor
==« Not encrypted by Tor

--ll
“ i
"

Destination

Tor client

SECTRA

50 Fromledge and prssion




Darknet Market (DNM)

Silk Road messages 0 | orders 0 | account R0.00

anonymous market Search

Drugs 466
Cannabis &2 browsing drugs
Dissociatives 18
Ecstasy 64 =
Opioids 8
Other 15
Pracursors 13
Prescription 92
Psychedeiics 63
Sumulants 35
Apparel 77
ARt D
Biotic materials 0
Books 17
Collectibias O
Computer eguipment 4
Custom Orders 1
Digital goods 3
Drug paraphernalia 35
Electronics 3
Erotica 0
Forgeries 18
Hardware &
Herbs & Supplements 0
Jewelry 4
Lab Supplies 1
Lotteries & games 11
Medical 0
Money 4

0,7g Hydropanically Grown
Cloud (LIMITED TIME GFFERIII)

Tg (Vidaz) P.Cubensis Powder

Methadone hydrochioride - 250mg pure
(min 80%) crystaline powder

SECTRA



Pengaflodet i DNM

» SILK ROAD PAYMENT SYSTEM @
. g

Buyer exchanges Vendor exchanges BTC
currency for BTC for currency
EXCHANGER EXCHANGER
Buyer transfers BTC Vendor moves BTC
to SR account BTC held in escrow from SR account

until order finalized

Buyer makes purchase \ Vendor is paid

BUYER

Silk Road takes SSesre
commission
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Silk Road: Den mest kanda DNM

= Grundades i januari 2011
= Gick att hitta pa tor-adressen silkroad6ownowfk.onion
= Uppskattad omsattning Q1+Q2 2012: 15 milj. USD

= Fungerar likt Ebay/Tradera: tar en avgift pa
forsaljning, haller pengar, rankingsystem

= Drevs av pseudonymen “Dread Pirate Roberts”

SECTRA



Silk Road stangdes av FBI

= Ross William Ulbricht greps |
oktober 2013, anklagad for att
vara Dread Pirate Roberts

= FBI beslagtog 26000 bitcoin,
da vart 3.6 miljoner USD

= Livstids fangelse for
narkotikabrott, pengatvatt,
m.m. utan mojlighet till
villkorlig frigivning

54
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Komplikationer i utredningen

= Secret Service-agenten Shaun Bridges passade pa
nar han stangde Silk Road

= Han sande 20000 bitcoin till sin egen planbok,
davarande varde 2.5 miljoner SEK

“This was a federal law enforcement agent . . . who decided to steal bitcoins that he
later converted to cash, from the target of the investigation and later blamed on a
cooperating witness.”

= Bridges domdes till sex ars fangelse

SECTRA



Forensik kring Silk Road

altoid {) help with Bitcoin development in php (variable parameters)
Ir. Member April 25, 2011, 02:17:14 AM
)
Hi all, T have run into some trouble using the bitcoin api with php. When [ issue a command like;
m% o Shitcoln->sendirom({$userld, Srecelving_address, Samount);
1 get an error like:
&0

oore fopen(http.//.. . @localhost:B8332f): failed to open stream: HTTP request falledl HTTP/1.1 500 Internal Server Error
But when [ hard code in the parameters:

Shitcoin->sendfrom("1", "1LDNLreKI6GawBHPgBSyIVLBERIBg3SbQS", 10);

it warks fine.

I did notice that I had to put quotes around the variables in my parameters for other functions to work. For example:
Shitcoln->getnewaddress("fuserid");

But every combination of guotes or no quotes produces the error In the sendfrom function,

Thanks in advance for any help you can give. Let me know if you need more info too,

$bitcoin-=sendfrom("1", "1LDNLreKJ6GawBHPgB5yfVLBERiIBg35bQSs", 10);

SECTRA

o6 Foromlede and prssion



Kanda DNM
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Silk Road, sedan Silk Road 2.0 och 3.0
Flugsvamp / Flugsvamp 2.0 (Sverige)
Silkkitie (Finland)

AgoraMarket

AlphaBay
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Alphabay och Hansa

Tillslag mot tva DNM under 2017

= AlphaBay: >200k anvandare, >40k saljare
= Skattning: >1 miljard USD omsattning sedan 2014

= “The FBI and its partners used a combination of
traditional investigative techniques along with
sophisticated new tools to break the case and
dismantle AlphaBay”

= Hansa Market stangdes samtidigt av polis fran NL

SECTRA



Fallstudie: Swepuff

= Domi Ystad TR mal B 1038-16, juli 2017
= Saljare pa Flugsvamp 2.0 “Swepuff’/’"Malvax”

= Amerikanska myndigheter hittade backup-kopior av
Flugsvamp-sidan

= Fram till april 2016 skickades 4000 forsandelser med
narkotika, skattningsvis 3.8 miljoner SEK

= Tva broder domdes till 10 ars fangelse for grovt
natkotikabrott

SECTRA



Katt-och-ratta-lek

(=] chl
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SAND ST

U.S. Immigration and
Customs Enforcement

THIS HIDDEN SITE HAS BEEN SEIZED

as part of a joint law enforcement operation by
the Federal Bureau of Investigation, ICE Homeland Security Investigations,
and European law enforcement agencies acting through Europol and Eurojust

in accordance with the law of European Union member states
and a protective order obtained by the United States Attorney’s Office for the Southern District of New York
in coordination with the U.5. Department of Justice’s Computer Crime & Intellectual Property Section
issued pursuant to 18 U.5.C. §983(j) by the
United States District Court for the Southern District of New York

- L ]
EC 2
= EURTPOL
L
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Kryptovirus: Lukrativt for bedragarna

Payment will be raised on

SME0IT 004755

lime Leh

Your files will be lost on
T 00:4T:55

Time Lak
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Ooops, your files have been encrypted! (Enghsh v
What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other flles are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover vour files, but do not waste vour time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantes that vou can recover all your files safely and easily. But vou have
not 50 enough time.

You can decrypt some of vour files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in & months.

How Do | Pay?

Payment is accepted In Bitcoin only. For more Information, click <About bitcoin>,
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

PP e A o e Pl s

1l address

SECTRA
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Kryptovirus ar en utvecklad industri

= “| en guldrusch, salj spadar”

= Foretagsamma programmerare erbjuder fardiga
Kryptovirus som andra kan anvanda

= Priser varierar mellan 474 kr till 5138 kr (kalla:
Kryptera.se)

= RaaSberry ar ett sadant exempel

= Europol: “Ransomware continues be one of the most
prominent malware threats in terms of the variety and
range of its victims and the damage done.”

SECTRA



Pengatvatt
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April 2018: Europol
genomfor Operation
Tulipan Blanca

Finland, Spanien, USA:
11 arresteringar.

Bitcoin anvandes for att
tvatta > 8 miljoner EUR
och fora over till
Colombia.

e

o
ra
GUARDIA'CIVIL
M2 INTERIOR
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Kryptovalutor med anonymitet

65

De senaste aren har nya kryptovalutor med mal att
forhindra sparning

Mimblewimble och Confidential Transactions:
anonymitet i existerande blockkedjor.

Dash, Zcash, Monero ar helt nya valutor

SECTRA
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De privata valutorna okar kraftigt

INTERNET
ORGANISED CRIME
THREAT ASSESSMENT

s EURCPOL

66

“Cryptocurrencies continue to be
exploited by cybercriminals, with
Bitcoin being the currency of
choice in criminal markets [...]

However, other cryptocurrencies
such as Monero, Ethereum and
Zcash are gaining popularity
within the digital underground.”

SECTRA
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Monero (XMR)

Grundades 2014

Anvander Cryptonote-protokollet
for att dolja sina spar

Unlinkability
— Ska vara svart att se att tva eller fler

transaktioner skickas till samma
person

Untraceability

— Givet en input ska det vara svart att
se var motsvarade output hamnar

SECTRA
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Monero (XMR) dyker upp overallt

68

Cryptojacking: anvander
din weblasare for att
grava

XMR accepteras numera
av flera DNM

2017: Forsta
ransomware med XMR

Troligt att XMR kommer
oka betydligt

A Crypto Miner
for your Website
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Privata valutor ar inte vattentata

= Kumar et al. (2017): Kan identifiera 87% av XMR-
outputs med sakerhet

= Moser et al. (2017): Metadata och timing lacker
information.

= Mycket forskning sker idag pa bada fronterna:
— Hur kan man knacka Moneros sakerhet?
— Hur kan Monero skydda sig mot dessa attacker?

= Tekniskt svart att gora blockkedjan privat da
transaktioner maste kunna verifieras

SECTRA



Kronofogdemyndigheten

2017: exekutiv auktion av Bitcoin

= Utmatning av skuldsatt foretag resulterade i
beslagtagna Bitcoin.

= "Kan vara varldens forsta bitcoin-utmatning”
= 0.6 bitcoin, vart 27600 kr

= Slutbud: 43000 kr (!)

= Enormt stort intresse for budgivningen

= Troligtvis inte sista gangen

SECTRA



Sammanfattning

= Bitcoin och digitala valutor ar har for att stanna

= Manga sidor av myntet, manga nya aspekter att
hantera

= Spara kryptovalutor ar snart lika viktigt som att spara
Ip-adresser

= Kravs kunskap, rutiner

= Tack!

= jonathan.jogenfors@sectra.com

SECTRA
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